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Connected Courts Approach: Multi-site configuration
with Niagara Framework

Niagara Cloud Applied including Video Demo

Broader Niagara Strategy with the Ministry of Justice NZ
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‘ Small Size

01 Large Size ‘ Medium Size

Christchurch Justice & Emergency Whangarei Dual Courts Morrinsville District Court
Services Precinct




Solution Brief

« Securely connect the various BMS's back to a centralized

BMS

platform for monitoring and control by National Ministry of .
JUStiCG (MoJ) users. Buildings Maintenance

Manage BMS users nationally across disparate networks and
domains. Energy

Management S

Remote access for site based approved Staff/Contractors
without central system access.

Centralized
: Control

Sanitise and standard data across the portfolio.

Management

Promote enhancements with tangible benefits:
« Understand the state and availability of Courts throughout the portfolio. i
« Ease of extracting and/or receiving data (automated reports).
 Drive energy efficiency and sustainability.



Secure Network Connectivity

Whangarei Dual Courts

North Shore District Court Rotorua District Court

Central Mol
Network User

niagara
remote™
niagara

Fecoverm™ *  Point and History
data available at the
: NOS
: *  Utilise System
. . - Database Indexing

Manukau District Court Porirua District Court

‘s, National Overarching ,**
S enidor o8 &+
¢ <
o

4

for User Experience
*  Access to Edge Sites

via Niagara Virtuals
* Niagara based SSO

implemented

Authorized
Remote User

Remote access via

Niagara Cloud W
; . . o
No different to Hamilton Dual Courts +* “Located in Christchureh Justice & “ %4 Queenstown District Court
&
local access L
Easily manage
Backups

Local User

*  User authenticate to
NOS using Niagara
based SSO

IP Sec VPN Tunnel — Hub & Spoke Format
Translated IPs

ACL applied in the VPN

Secure protocols utilized

Active AV (HAES)

Hybrid ZTNA (future*) Tauranga Dual Courts Levin District Court Honeywell



https://www.tridium.com/us/en/Products/niagara-cloud-suite/niagara-recover
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Encrgy Analysis

Niagara Easy Dashboard

Niagara 4 Energy Manager
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Niagara Cloud Remote
& Recovery Applied

Including Live Demo for Niagara
Cloud Remote Access

NF

CONNECTING
THE WORLD




NIAGARA CLOUD APPLICATIONS

Cloud Backups Remote Engineering & Monitoring

(Baseline & Scheduled) NIagara
Niagara remote™
recover™

Nniagara =
data service service...

« Contextualised Data
e Cloud Histories
 3rd-Party App Access

Designed to simplify your Designed for cyber security

journey to the cloud and protection of your data

TRIDIUM Honeywell



niagara - |
Cloc Architecture

Hybrid Edge/Cloud Approach NCS Portal

Backups

Remote Access

JACE and/or Supervisor
: : !
y A .I Outbound 443

sackup
Niagara Remote @

Cloud Connection Service @

. — Remote Access to Niagara Station

Browser Encryption  Device Certs
Remote Access

Current Long Term Support Release | Current Feature Release | and Active SMA
TRIDIUM Honeywell



(im] Ny Niagara Community X I

&< O @ O https//www.niagara-community.com/Comm_Login?startURL=%2Fsetup%2Fsecur¥%2FRemoteAccessAuthorizationPage.apexp%3Fsource%3DCAAAAZK1ZYIVMDAWMDAWMDAWMDAWMDAWAAABABKKAYH40hfQIn_11K6aNV-6xcnBD_Ku... () 1Y a3

ks

'S
I RIDIUM Cloud Community Marketplace Software Licensing Resources University Tridium

Username
ioane.andersen@honeywell.com
Password

EEZD -

Forgot Your Password? Sign Up

niagara niagara niagara tridium

mMarketplace licensing university

NIAGARA COMMUNITY

Answers Marketplace About Us Need Help?

Knowledge Software Contact Us
Contact Customer

Support:

Toll-free: +1 877-305-
Log In University 1745

Collaborate Licensing Stay Connected

Profile Resources

Sign Up Tridium Email:
support@tridium.com




Broader Niagara =
Strategy with the
Ministry of Justice NZ \ 25 /
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Expanded Connectivity - 50+ Sites
Data Ontology Model*
Cyber Hardening

IBMS Transition

Niagara Data Services/API*

NIAGARA FORUM

CONNECTING
THE WORLD




i Haystack4

Selected Components Available Tags & Haystack ¥ [ ]
Name Location

@ points  slot:/Buildin

© airFlowSensor

' airFlowStandbySp

© airPressureSensor

) apparentPowerPhaseSensorA

] apparentPowerPhaseSensorAB

Q apparentPowerPhaseSensorB R
‘ »
Showing tagson:  points ¢ Direct # Implied

Tag!d - Tag Name Value

& hsalr alr & Marker

hs:airFlowStandbySp airFlowStandbySp slot:/Services/TagDictionarySel
€ hs:flow flow & Marker
& h i h:4380
6:‘ NSIsg i & Marker
& hs:standby standby @ Marker
& n:displayName lisplayName point
& nnar m "
rdir ior rdinSessior tati I )
p n atior 30107 L
£ nity type t
‘ | D] »
B Remove Y edit | ©add Delete Tags

Components

TRIDIUM

AHU .
m [ h4:ahu h4:airHandlingEquip

[

[ h4:multiZone

[

airHandlingEquip HVAC equipment that conditions and delivers air via one or more fans

) | )
[ h4:air ] [ h4:gas ] '
| haahuZoneDelivery | | h4:multiZone ) , y—y
[ % [ h4:equip ]
)
)

[ h4:id nspace:Haystack~slot:.Building1.AHU1 ]
..... .+ Project Haystack
Index Rroto

air co2 concentration sensor point

air co2 concentration sp point

air dewPoint sensor point

S ﬂiagara4Tagging Support Timeline

air enthalpy sensor point

air enthalpy sp point
air flow sensor point
air flow sp point

air humidity sensor point 2015 2017 2018 2020 2021
. 2 30 . kJ \/’ U kJ U
air humidity sp point ° NEQL ®Tag-Rule ® Haystack ® Bulk Tagging ® Tag-Based ® HTMLS
@ Hierarchies Index Dictionary 302 ® SystemDB Visualizations Tag Manager
air pressure sensor point @ Srrart Tag Dictionary @ Nagara Aralytics 20 @ hsiequipRef, hsisiteRef @ n:hasPxView

= = Figure 1. Introduced in Niagara4.0, Niagara entity query language (NEQL) made it possible to search
air pressure sp point for tags within Niagara stations . With every subsequent release, the Niagara development team has

" " made tagging easier to comprehend, deploy and use.
air temp sensor point g9ing P oy

air temp sp point

air velocity sensor point

Honeywell



| Air Handling Unit |

Brick Schema !

Variable Air Volume Box | [ AHUAA ] | Variazble Air Volume Box |
i feeds feeds i HVAC Zone
i i
i I i
i i i -
S [ VAV2-4 ] [ VAV2-3 ] 7 hasPart Room 410 } ------------- .

[ VAVZ2-37Z0ne - i
Room 411 } ------ Foom

hasPoint

hasPoint

Hoom 412 } _____________ |
{ VAV2-4.DPR ][ VAV2-4.ZN-T ][ VAV2-4.SUPFLOW ][ VAV2-4 . SUPFLSP ] L

hasPoint !

Supply Air Temp Sensor ! | supply Air Flow Setpoint
| | : = £ Point class

[ VAV2-4.DPRPOS ] [ supply Air Flow sensor | e b | Brick Schema

| BrickEntity |
|
|
|

: definition
: relation rdf:type mimt class |
R -
| Damper Position Setpoint |
( Temperature_ -+ VAV |
etpoint

Zone_ ____isPointOf ‘ :
Temperature_ J-~-~-( ZNT-101 —> Zone-101 |- -»| Zone |
Sensor

SELECT ?zntsp ?zone WHERE {

?zntsp rdf:type brick:Zone_Temperature_Setpoint.#1
?zntsp brick:isPointOf ?ac. #2
7ac rdf:type brick:Terminal_Unit.

7ac brick: feeds ?zone.

?zone rdf:type brick:Zone.

TRIDIUM Honeywell



* Planned & Reactive Maintenance Records

® CMMS /AMS |+ LifecydePlans
ZVBIS 7
N odels -

* DesignData
VIRTUAL BUILDINGS INFORMATION SYSTEM * As-builtData

Documents

1+ As-built Documents
T * Technical Specifications

* Reports & Specifications

* Functional Descriptions

* Realtime&Higorial

Honeywell 2 ot

VBIS i )
srantEe Building Systems Senvice/Helpdesk
HVAC System
Fire s
Security b
Lighting "5y FauitLogs
Comms * SlArecords
Sleat * Servicehistory
DOWNLOAD
HYDRAULICS A +  SafetyHisory - - -
*  Nearmises S—— gpe_fat';’";i?endme
* Hazards &Risks * (CapinlExpendiure
Safety System i
INFORMATION TECHNOLOGY DOWNLOAD © SWMS ’ ¥ Finance System
Product Type Classification
IRRIGATION Dowr&;@ Product Sub-Type Sub-Sub-Type RERS T wg il
Air Conditioner Fan Coil Unit ME-ACFCU Apr-2020
KITCHEN EQUIPMENT DOWNLOAD L HESACIELA0S LRI
TAGS— Cassette ME-ACFCU-DX-Ca Apr-2020
Ceiling Concealed ME-ACFCU-DX-CC Apr-2020
Ceiling Suspended ME-ACFCU-DX-CS Apr-2020
DOWNLOAD
LANDSCAPE TAGS— Console ME-ACFCU-DX-Co Apr-2020
Ducted In- Ceiling ME-ACFCU-DX-DIC Apr-2020
Hi- Wall ME-ACFCU-DX-HW Apr-2020
MECHANICAL DOWNLOAD Air Cooled Heat Recovery ME-ACC-VRF-ACHR Jun-2022
L \Water Cooled ME-ACC-VRF-WC Apr-2020
‘Water Cooled Heat Recovery ME-ACC-VRF-WCHR Jun-2022

TRIDIUM Honeywell



P2 MW_Net_00001
s WHG_MW_G_PC_01
s WHG_MW_G_PC_02
o Alarm Source Info
e Points
B \'.‘HG_M\'.‘_G_AHU_OB
0 Virtual
o Alarms
O Schedules
o Trend Logs
@ Config
s WHG_MW_G_PC_03
P2 MW_Net_00211
@B WHG_MW_L1_VAV_01_01

@3 WHG_MW_L1_VAV_01_02
@3 WHG_MW_L1_VAV_01_03
@3 WHG_MW_L1_VAV_01_04
@3 WHG_MW_L1_VAV_01_05
v [ MW_Net_00212
@ WHG_MW_L1_VAV_02_01

@ WHG_MW_L1_VAV_02_02
@ WHG_MW_L1_VAV_02_03

@ WHG_MW_L1_VAV_02_04

TRIDIUM

Haystack N

VBIS

VIRTUAL BUILDINGS INFORMATION SYSTEM

Brick Schema

SearchService

bk:isPointOf-> bk:isFedBy-> vb:equipClass like "*ME-AHU-SR-Mo.*" and h4:zoneAirTempSensor ~ Q

)
RmTemp ® 0.00 °C {fault,stale}
RmTemp ® 0.00 °C {fault,stale}
RmTemp [ ME-AHU-SR-Mo |
RmTemp
| ME-ATU-VAV-SDHC | G_AHU_02 | ME-ATU-VAV-SDHC
feeds feeds :
VBIS Equipment Class
Defintions N\ 77

Brick Relationships

| ME-Da-Con-ZACon

hasPoint

{ DMPR || RmTemp SaFlow )

| SaTem? ](

I zoneAirTempSensorPoint l [

hasPoint

dischargeAirFlowSensorPoint ]

[ DmprCtI ] ’ dischargeAirTempSensorPoint I

Haystack 4 Tags (Points +)

Honeywell



Consolidated Tagging Benefit Examples...

« We need to perform maintenance on B02-MSSB-L13-01
« What is going to be affected?
« What areas are going to be affected?

[

Zone 10
Feeds
(Mech. Air) (Mech. Air) 9 Feeds (Location)

Feeds
(Mech. Chw)

Zone 11

Zone 12

Feeds
(Mech. Air)

Honeywell



Consolidated Tagging Benefit Examples...

« The electrical supply to BO2-SCHWP-L13-01 & 02 (Building 2 Secondary Pumps) have failed
* Query what equipment have Cooling Coils in Building 2 - VBIS tag “ME-Co-Co-Ch”
* Query what rooms are fed by zones fed by that equipment

bk:feeds Zones bk:feeds Rooms
(Location) (Location)

Honeywell

bk:hasPart where
vb:equipClass = ‘ME-Co-Co-Ch’




nagara
data service

API Architecture: Enables easy connection to 3rd-party
applications

Contextualised Data for Trend Analysis — Supports Data
Interoperability

niggara :, Historian — Enables charting, shareable

@ ‘ OuU d with customers

TRIDIUM Honeywell



Nniagara : _ |
Cloc Architecture e
Hybrid Edge/Cloud Approach

Point History Graphs / APl Keys

Backups

Remote Access

Niagara Data Service
% National Overarching Supervisor
'S s ¥ (NOS)

& &
.M’ niagara® Outbound 443
Modeler Histories Archive Histories

~

Cloud Connection Service

loT Cloud Connections ———
@ Time Series Database Remote Access to Niagara Station

Customer Siloed

Backup

Encryption  Device Certs

Browser
Remote Access

Current Long Term Support Release | Current Feature Release | and Active SMA
TRIDIUM Honeywell



Central Mol
Network User

North Shore District Court Rotorua District Court

g [ & Haystack @, ] Whangarei Dual Courts

lagara

N
data service «  Point and History

data available at the
NOS

*  Utilise System
Database Indexing
for User Experience

*  Access to Edge Sites
via Niagara Virtuals

* Niagara based SSO
implemented

Manukau District Court Porirua District Court

‘s, National Overarching ,**
*+, Supervigor (NOS) ,+*
¢ <

4

Authorized Data
Service User

*  Trend Analysis and »

Export Hamilton Dual Courts ‘¢’L‘ocated in hristchureh Justice & .".. Queenstown District Court
*  Monitoring and ® Emergeficy Services®recinct Yo,

Control of Points Y To,
* Easyand . 3

standardized %

Application “

Integration

NIAGARA FORUM

CONNECTING
THE WORLD Tauranga Dual Courts Levin District Court Honeywell
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Any Questions?

NIAGARA FORUM

CONNECTING
THE WORLD




THANK YOU
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