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Niagara4ls

ALWAYS EVOLVING ACROSS FIVE DIMENSIONS

DEPLOYMENT INTEROPERABILITY CONNECTIVITY CYBER DEFENSE

« HTMLS5 PX Editor * Driver Updates » Fox over » CAC Authenticator

« HTML5 Relation | Modbus, WebSocket Support (Browser)
Sheet MBus, nSNMP « kitControl Refresh « User Login History

+ JACE-9000 WiFi » OSDP Support * Encrypted Hashed
Support Passwords

 Access Control
Badge Printing
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COMPLIANCE

e

* BACnet Protocol
Revision 18
Update

* QNX 7.1 Upgrade
for JACE-8000 +
Edge-10



DEPLOYMENT EASE/ FLEXIBILITY

AAAAAAAAAAAA




MORE HTMLS5 WEB VIEWS

Engineer Niagara Stations through a web browser client.
Save Time!

RELATION
ux MANAGER

BUILDER

BACNET RDBMS
NRIO NETWORK MANAGER

RELATION WEATHER
EUECER MANAGER SERVICE NETWORK

MODBUS LONWORKS ON-CALL
NETWORK NETWORK SERVICE

NIAGARA MODBUS CATEGORY
NETWORK NETWORK SERVICE

WEATHER CATEGORY
NIAGARA
SERMICE SERVICE NETWORK

NIAGARA
BACNET WER e PROVISIONING

NETWORK NETWORK.

DRIVER
MANAGER

Brand
Agnostic

Client
Version
Agnostic

Connect via

RDEMS ON-CALL NRIO
MANAGER SERVICE NETWORK

TRIDIUM

IT-Friendly
HTTPS
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HTMLS PX EDITOR

Create and edit graphics through the browser. Ul Design no longer requires Workbench.
NextGen UIl/UX Builder

HTML5
Graphics Editor

niagara4ls

(V)4
BUILDER
L)

Create and Edit
Graphic Pages
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HTMLS RELATION MANAGER

Define relationships through the browser. Relationship tagging no longer requires Workbench.

HTML Relation
Sheet

Nniagara4is

‘ | View, create,

edit, and delete
relations
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HTMLS5 RELATION MANAGER

Relation Manager Web View
enables defining
relationships remotely.

h4.deviceRe
n:parentDevice n:parent

childPoint n:child

Floor 02 @

Proxy Ext
TRIDIUM

B AHU_02
BVl
» BIVAV 02
Bvav_o3

[OREs: |

Outbound

] AHU_02

Floor_02

21 [@ Relation Manager

P showDirect | | ) ShowImplied = | T Show Links | | & Show Model

®
e Re

@ =

.

= Show Table

L L

Relation Component Relation Inbound

hs:ahuRef > o

hsnetworkRef b




ADDITIONAL KITCONTROL OBJECTS

HYSTERESIS
ARCTANGENT2

DERIVATIVE

niagara4is
KitControl

LIMITER

Degree Day Calculations

Electrical Demand Limiting & Response
Sliding Window Demand Calculation
Night Airside Purge

Optimized Start/Stop

Free Cooling/Outside Air Optimizatiol
Automatic Psychrometric Calculation
Setpoint Load Shedding

Demand Control Ventilation
Process Plant Optimization & Staging

HVAC Systems Optimization

New AHSRAE 231p CDL Standard Elementary Blocks

TRIDIUM

DOE-led Control
Design Language
(CDL) Initiative

U.S. DEPARTMENT OF

ENERGY

Office of Energy Efficiency
& Renewable Energy

Aligns with
ASHRAE 231p

Goal = a unified CDL for
Building Environmental
Control Sequences
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Fox over WebSocket
is a new option for
Station-to-Station

connections when
Foxs Is not
available.

TRIDIUM

FOX OVER WEBSOCKET

£ Niagara Workbench,

File

Search  Bookmarks Tools Window  PropertySheet  Help

- Nav 2]
o
= %O Display Name
[ Fox Port
@ Jobsenvice [m Fox Enabled
W secrityService .
[ Foxs Port
@ roleservies 8 Foucs Por
O vserservice [ Foxs Enabled
© suthenticationsenvice .
LT vebugservice W Foxs Only
ez [ Foxs Min Protocol
¥ Foservice
© HierarchySenvice [ Fox Over WebSocket Enabled
Historyservice -
© LogtistorySenvice .
- [ Foxs Cert
- Palette 7] =
T3 Server Certificate Health
w X D § bacnet .
[m Request Timeout
A e

For use when IT
restricts ports
1911 and 4911.

Value

ServerPort:1911 tcp any false
®false

ServerPort:4911 tcp any false
true @

true @

TLSvL24 v

O ctions s Topics B siot petaits

New Client
Connection
Property

in the Fox
Service

true @ 4

Recommended v

Alias tridium
Password  (unchanged)

um => default : Missing Key

Niagara Warkhench

JUse global certificate password

File Edit Search Bookmarks Tools Window

451LTD3C1004 global.ds honeywel.com (Tridiumstation)

@c

O e
O

- Palette

® E D [foee

E # O @ my hetwork

loudBackupservice
A OrionService

@ eventservice

& Cloudlink

v platiomservices

© Alarm Source info
© client connectior
@ points

O Hstores

Property Sheet  Help

4 o O- o f# O 0 - =]

: Confie

W Last Connect Time

[l Last Disconnect Time

(Ml Last Disconnect Cause
[ Port

[ Use Foxs

[ Fox Over WebSocket

[l Fox Over WebSocket Port
[l Fox Over WebSocket In Use
[ Last Failure Time

(W Last Failure Cause

(W Retry Period

[l Next Atempt Time
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Nsgarsbetwork  © TodumStation ¢ Floor.92 PE—

O Actions & Topics [B Slot Details

02-Oct-24 4:01 PMv EDT
02-Oct-24 3159 PM~ EDT
Java.io.EOFException: EOF

4913

true @

Use WebSocket Only v
Use WebSocket if Fox or Fons fails
Use WebSocket Only

WebSocket Disabled
null

+ 0 |h 5 m 0 s
null

| learnara dnd Dacewned v
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Ping more than 2

registers at a time
when addressing
Modbus devices

Latest Modbus meters have data
types that call for addressing 4
registers at a time

« Support for a 48-bit unsigned long
data type was added and factored
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Integrate more easily with
one of the most basic and

familiar protocols used in
industrial automation.

TRIDIUM

OPC-UA UPDATE

« Added bi-Direction point types for

OPC UA Server enabling actions on
server points
« One point manages both

incoming and outgoing data
values (i.e. bi-directional)

Enhancements to support OPC UA

Client Arrays in a nested structure

when discovering OPC points

Tridium Confidential - © 2025 by Tridium Inc. All rights reserved.

All items and schedules are subject to change at Tridium'’s sole discretion. Tridium
has no obligation to deliver any future product outlined in this document.



Integrate more
easily with one of
the most basic
and familiar
protocols used in
data centers.

TRIDIUM

SNMP UPDATE

« Ability to configure an export type for SNMP export
folders.

« For example, if the user exports as the integer
type, the backing SNMP type will also be an
integer.

« An"Index Value" column has been added to the
SNMP table view. This includes displaying both the
OID representation of a row as well as the index of
the row in the order of other rows in the table.
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L rtes BACnet

. . Int ti |
open communication [EERdiiahbigiis

protocol of choice for _ . ,
field devices Implementing the Revision 18 continues the progress

towards the most recent revision and adds additional
features requested from BACnet focused markets:

@) REVISION 18

e Value Source - view the source device or process of a write or
command on BACnet writable points

e Network Port Object - allows users to view and configure the
BACnet device's network settings through Niagara

B-BC Profile for Jace 9000, & Jace 8000
o with BACnet Secure Connect link layer!
AWS Profile for Supervisors
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Authenticate PKI AUTHENTICATION FOR BROWSER

With Common
Access Card

» 0 Ucerservics

when accessing New ClientCertAuth Scheme: . B -

Niagara through Simplifies authentication W X D # cencenah
a browser! process for organizations
(such as government org’s) B Caconfiguraion
who utilize PKI-based > O validationRules

iﬁ. ClientCertAuthScheme

b
b ‘. PKIAuthenticationScheme
13

. .
aUthent|cat|On it OO st Ot e Ot i
PKIAuthenticationScheme O Actions & Topics Slot Details
Display Name Value Comman ds
(M Login Button Text Log in with SSO
© CACertificates Ca Configuration Folder
(M CA Configuration Ca Configuration
[ CaCertAnd Crl CaCertAnd Crl
(@ Status {ok}

SubjectDN: Choose a client certificate PEM file.

M CACertificate | Choose File | No file chosen

(@ Use CRL Distribution Point In CA true @

(@ Crl Distribution Point Urls

A Tridium Confidential - © 2025 by Tridium Inc. All rights reserved.
TRIDIUM

All items and schedules are subject to change at Tridium'’s sole discretion. Tridium
has no obligation to deliver any future product outlined in this document.



NIAGARA CLOUD

NIAGARA FORUM

CONNECTING
THE WORLD




NEW HTML5 WEB VIEWS

DRIV
ER
Mg, 73

Niag Ang

Bag, Ner

QDE Ms

NRrg
Mop, Sus

£
ONWOQ'\,
S

On. C4LL

WEA Thg, R

o "0Ry

Niagara4l4

TRIDIUM

+

+

WIQESH EET

A Significant

Step-Up in
E-Cf-l DEPLOYMENT
=<3 EASE

Niagara4is

Ux
B0l DATA MANAGEMENT

& VISUALIZATION

R
Niagara
remaote™

INTEROPERABILITY
& CONNECTIVITY

TG
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ﬂlagara DO MORE REMOTELY!

C O u '::) 4.15's new HTML5 Web Views expand what can be done
2 remotely through a browser, strengthening the value
proposition of a Niagara Remote subscription.

niagara
re m OteTM « Troubleshoot a Niagara deployment ’

« Do regular engineering and

. No additional
maintenance work

hardware, gateways

« Check the status of Niagara stations or VPNs needed!

across a Niagara-based network

« Design/edit Graphics and Ul

Payback measured
« Do regular engineering and in fewer truck rolls!
maintenance work
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Any Tech, Any Station, Anywhere...

niagara

T S




NIAGARA CLOUD
INTERACTIVE REALTIME DATA

Supervisory
Software

Q

e.g. Write Customer-Preferred App Users &
Read-Write
5 8E \J@%
CONTEXTUALIZED |prNE
Dynamic updates:

Set-Point Analytics Apps Al Assistants
niagara APIs
Instant Data Access via Read-Write API:
« Push changes directly to your Niagara system, eliminating delays and manual

Change
| @
niagars INCEIE Serwceo(‘ro
e Retrieve live data on-demand
updates.
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ALARMS MANAGEMENT API

QUERY ALARMS DATABASE ALARM HISTORIES: Provides

access to all the alarm records
Alarms Service AP|® &0 uploaded to the cloud, mcludmg
those that may no longer exist on
the originating stations due to the
limited space on a device.

Servers

I https:/iwww.ga.niagara-cloud.com/apifvi/alarms - Generated server url ~

ALARM STATES: Displays the last
reported alarm record values for

alarm-history-controller ~ h individ | al
eacn Inaividual alarm source.
| /customers/{customerid}/alarms:search Queryalarms by customerld. 3 ﬂ ‘

alarm-state-controller ~ ALARM COUNTS: Reports the
number of alarm records,
grouped by acknowledgment

| /customers/{customerId}/devices/{deviceUuid}/alarms/state Query alarm states by customerid, deviceUuid and, optionally, sourceld ~ \/ ﬂ ‘

| /customers/{customerId}/devices/{deviceUuid}/alarms/count Query alam counts by customerld, deviceuid and, optionally, sourceld /[ ‘ State (a C ke d , unac ke d , acC k
pending) that the device reported
last.

Tridium Confidential - © 2025 by Tridium Inc. All rights reserved.

A
I R I D I U M All items and schedules are subject to change at Tridium'’s sole discretion. Tridium

has no obligation to deliver any future product outlined in this document.



ALARMS MANAGEMENT USER INTERFACE

ALARMS BY DEVICE

 Detailed alarm

DEVICES Qs h . .
b information
Device N2 Host ID N Project Vv Location N2 Services o Alarm notes
VM_DeviceOne Win-545E-2B92-FEFS8... New project Richmond A@ A" 2 @ ° EXpO rt d eV| Ce
VM_Device_Alarm Win-545E-2B92-FEFS... New project Richmond Alarms e d Ia rm |nf0 rmation
va51j9 Tst-EDDD-740B-4639... Project 1 Richmond A D : * Filter alarms
VIEW 8 [&
AL L & Service Accounts ALARMS v P
ALA R M S Q. Search Filters: Duration : Today
. O Priority Vv Device ¥ Source Status ¥ Timestamp Alarm Class V Ack Sta
N2 Services
O 11l Low va51j9 EnumWritable Fault 25 Jul 2024, 7:21 PM defaultAlarmClass unacked
D .
A ~ ¢ Q ® D 111 Low va51j9 EnumWritable Fault 25 Jul 2024, 7:09 PM defaultAlarmClass unacked
A i 1l Low va51j9 EnumWritable Fault 25 Jul 2024, 6:56 PM defaultAlarmClass unacked d
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JACE 9000 WiFi
Niagara4is

« Supports WiFi 5(802.11ac) on JACE 9000
« Supports IEEE 802.11a/b/g/n/ac networks
* 4.15.0.130 will be the Factory image

Wi-F® BT ACRS4E5-8 SHUT DOWN
- @ - o o =

CLASS 2 OPEN ENERGY com1 com2
1 5886 |MANAGEMENT EQUIPMENT

TRIDIUM

20CTOC  Use Copper Conductors Only DEBUG

NIAGARA FORUM

CONNECTING
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JACE 9000 WiFi Specs

JACE 8000 JACE 9000

WiFi 4 (802.11n)
1x1 802.11 a/b/g/n

Off, Access Point (WAP), Client
Hardware Switch

WPAPSK / WPA2PSK supported

WiFi Disabled at Factory

TRIDIUM

WIiFi 5 (802.11ac)
1x1 802.11 a/b/g/n/ac

Off, Access Point (WAP), or Client
Software Switch

WPAPSK / WPA2PSK supported

Bluetooth (Not Supported Yet)
Bluetooth 5.2 LE

Separate Hardware SKU
(unbundled)
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ACCESS CONTROL TRANSFORMS WITH NIAGARA 4.15

niagara niagara
Enterprise Security a C C e S S
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* ACCESS CONTROL UPDATE
niagara
dCCESS is now in betal

« Niagara Access™ is a powerful access control solution

supporting the latest innovations in physical security
and access control.

o New access control solution for Niagara

" « 4.15 Adds Native Badge Design
You;unlfled o Users can now create card templates in
platform to Workbench, take or import photos, and print
integrate access

control with customized badges from Niagara Access™
BMS! Supervisor with browser access.

A Tridium Confidential - © 2025 by Tridium Inc. All rights reserved.
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A oo A

NIAGARA ACCESS™ S

SECURITY Armatura
« Built on an open framework w Global Solutions

« Supports integration with multiple 3+ .
party Open Supervised Device Protocol  giSSSSesssssssss: ~ Ny I:I Z I.I R E

(OSDP-verified) access control hardware
« TCP/IP smart controllers with multiple
options (1 door, 2 doors, 4 doors)
« 12VDC

...and many more

. POE Hardware Options.
- Learn more in the
(io::: Ct“":y Connectivity Section
Wi :’,me of this presentation.
e I-Fl1

« Support OSDP & Weigand Protocols
« Support Multi-class readers
« Native badge design

&
1Ty
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EXAMPLE NETWORK ARCHITECTURE

Switch

Proximity

/ Card Reader
&>

niagara®15

FL=X

Door Sensor

TCP/IP ! «<QOSDP/Wiegand
o
2 Exit
_Ci'} Button
=
356 8 Electric Lock
456 O T ; ectric Loc
1 g 4? 8 3rd-Party 3rd-Party- i 3rd-Party-
Control Control : CF?ﬂtI’C‘)I
Panel Panel : ane
eypa
YR \ /

Reader

Aux
Input

Aux
Output
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