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Logistics

• Photography allowed

• Fire exit 

• Electronic Devices

• Q&A Session 
tsupportap@tridium.com

• Accessibility – please ask the 
team

• Slides, code, and videos will be 
published later

https://github.com/tridium


Niagara 4 Timeline



Developer Updates

Uday Kumar Rapuru

Tridium



Niagara Product Updates

• Breaking Changes

• Product Features

• API Updates

Link with solid fill

Programmer male with solid fill

https://www.niagara-community.com/Login
local:|module://docDeveloper/doc/upgradingBuild.html#upgrading-from-gradle-73-to-76-niagara-413-to-414


Breaking changes – where to find?

• Included in Niagara Release Notes

• Release Notes live on:

• See also: Lexicon Differential Summaries

Link with solid fill

https://www.niagara-community.com/s/article/Niagara-4-15-Lexicon-Differential-Summary
https://www.niagara-community.com/Login
https://www.niagara-community.com/Login


Badge Follow with solid fill

Badge Follow with solid fill

https://www.tridium.com/us/en/services-support/events/2024/05/2024-05-09-html5-web-views
https://www.tridium.com/content/dam/tridium/en/documents/document-lists/niagara/NiagaraFramework-FeaturesOverview-4.14.pdf
https://www.tridium.com/content/dam/tridium/en/documents/document-lists/niagara/NiagaraFramework-FeaturesOverview-4.14.pdf


Sync Nav tree in Browser

Sync Nav Tree with the Active View



Tagging Enhancements

• Added:  “Not” Condition

• Should not   

be mistaken with 

kitControl: Not



4.14 4.15
val gradlePluginVersion: String = "7.6.17“ "7.6.20“

Gradle Upgrades

• 4.13 upgraded from Gradle 4  7 (.kts)
• Use the new module wizard for this upgrade

• 4.14 → 4.15 Fixed via changes in 

settings.gradle.kts

Programmer male with solid fill

local:|module://docDeveloper/doc/upgradingBuild.html#upgrading-from-gradle-73-to-76-niagara-413-to-414


BISecurityDashboardItemProvider

• Use hooks to display/hide your security dashboard card 
to prevent ‘clutter’:

• boolean isItemProviderEnabled()

• SecurityDashboardItem getDisabledSecurityDashboardItem(Context cx) 

• String getItemProviderName(Context cx) 



Unit Test API: BTestNgStation

import javax.baja.test.BTestNgStation;

@NiagaraType
public class BMyComponentTest extends BTestNgStation
{
@Test
public void myComponentWorksInARunningStation ()
{

BExample myExampleComp = new BExample();
stationHandler.getStation().add("MyExample", myExampleComp);

}
}



Configuring The Test Station

// Configure Once and share between all your Test methods.

@Override
protected void configureTestStation(BStation station, String stationName, 

int webPort, int foxPort)
{
super.configureTestStation(station, stationName, webPort, foxPort);

station.getServices().add(“MyService", new BMyService());
}



Testing User Permissions

@Test(expectedExceptions = PermissionException.class)
public void throwsIfUserDoesNotHaveAdminReadPermissions()
throws Exception

{
userPermissionsScenario(
withOrd("station:slot:/MyComponent").onlyInCategory(3),
withPermissions("rwi").onCategory(3)

)
.actAsUser((user) -> {
doRpc("station:|slot:/MyComponent", user);

});
}



Manager API Changes

• More control over Commands to target location
• makeCommands()

• MgrCommand.flags

• i18N improvements – lexicon support for Columns



Provisioning jobs

• Java: BIUxJobStepFactory

• JS: UxJobStepFactory 

    

Programmer male with solid fill

module://docDeveloper/doc/jsdoc/batchJob-ux/module-nmodule_batchJob_rc_baja_UxJobStepFactory.html


BajaScript Widget Properties
// Old : Using String Encoding/Decoding

 properties: { 

  myEnum: { 

    value:  ‘myPoint’, 

    typeSpec:  ‘your:EnumPoint’ 

  }                                             

         // New : Direct instance of TypeSpec
                                                                  properties: { 

                                                                myEnum: baja.$( ‘ your:EnumPoint’, ’myPoint’) 

                                                             }



• 4.14:
• DHCP Server (secondary port)

• 802.1x support (port security)

• 4.15:
• Firewall

• Wi-Fi

JACE-9000 Features



• Enabled in 4.15 for the JACE-9000 

• Use BServerPort to inject firewall rules
• Already Included by the ndriver wizard

• Available since 4.0

• Workaround 
• From the “net” palette 

Firewall Port Helper:

JACE-9000 Firewall
Link with solid fill

https://www.niagara-community.com/s/article/Breaking-Change-Jace-9000-Firewall


Station Bog File Encryption
Programmer male with solid fill

• User passwords – System passphrase 

• Options to encrypt in New station wizard

• System passphrase

• Custom passphrase

• Tool to retain passwords

•  Station copier

•  Workbench Bog File

https://www.niagara-community.com/s/article/Niagara-4-15-Station-Bog-File-Encryption-Changes


4.15 – “RDB” Permission

• This change ensures that a JDBC Connection is only 
supplied to trusted code.

• module-permissions.xml

• javax.baja.rdb.BRdbms
• getConnection()

• getConnection(String, BPassword)

• getPrivilegedConnection(Context) - new for Niagara 4.15

• getNonPrivilegedConnection(Context) - new for Niagara 4.15

Link with solid fill

<req-permission>
     <name>RDB</name>
     <purposeKey> Access JDBC via RDB </purposeKey>
  </req-permission>

https://docs.oracle.com/javase/8/docs/api/java/sql/Connection.html
https://www.niagara-community.com/s/article/Breaking-Change-Retrieving-a-JDBC-Connection-from-BRdbms-requires-new-Permission


Niagara Mobile – Profile Removal

• Deprecated since 4.6  (Introduced 3.7)

• In 4.6 the Responsive Pane allowed Px to 
support smaller layouts via Html5HxProfile

• Handled gracefully as possible for end users

Link with solid fill

https://www.niagara-community.com/s/article/Breaking-Change-Niagara-Mobile-Profile-Removal


Badge Follow with solid fill

https://www.tridium.com/content/dam/tridium/en/documents/document-lists/niagara/NiagaraFramework-FeaturesOverview-4.14.pdf


Foxs connectivity - Challenges



Fox over websocket



BUser related items

• BUser.getLoginHistory()

• Absolute Logoff (BUserService)

• Case Insensitive Usernames for 
LDAP supported



BUnit: QUDT Support

• Semantic specification for 
• Quantity, Unit, Dimension and Type

• https://qudt.org

• Exposed via neql as n:QudtUnitTag

• API: BUnit.getQudtName()

• Supports    

https://qudt.org/
https://qudt.org/


OPC UA Server – User Permissions

• Solutions built on OpcUaServer require users to have 
permissions on the network in order to:
• To subscribe a point

• Create or edit a monitor

• Preventing ‘abuse’ by users without permissions in 4.15+





Training Refresh

• Updated to Niagara 4.15, with new material for
• Unit test for APIs and 

• Code Signing using a Hardware Security Module (HSM)
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